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1. INTRODUCTION

This position paper reports findings from the project
Verification & Validation of Intelligent and Adaptive
Control Systems (VVIACS) [1]. Flight-safety-critical
system software is any software that controls or monitors
hardware whose reliability, location, or performance
directly impacts the areas of (1) probability of loss of
control (PLOC), (2) survivability, (3) aircraft performance,
and (4) crew safety. Testing of flight-critical software is
oriented to the verification of these four high-level
requirements, and any software errors that remain after
testing are not considered flight critical.

For current systems, control law, software implementation,
and test comprise over 60% of total development costs. This
percentage will be even higher using current verification
and validation (V&V) strategies on emerging autonomous
control systems. Although traditional certification practices
have historically produced sufficiently safe and reliable
aircraft control systems, they will not be cost effective for
next-generation autonomous control systems due to inherent
size and complexity increases from added functionality.

As emerging safety-critical systems become more complex,
system certification costs will increase exponentially due to
a projected increase in required testing resources. Planned
test automation improvements will certainly reduce testing
hours but may not sufficiently reduce them for emerging
control system requirements. Rigorous verification of the
PLOC requirement may not be cost effective in the presence
of these system enhancements.

The VVIACS study was undertaken with the following

technical objectives:

e Classify emerging safety-critical control systems by
their inherent fundamental characteristics that challenge
traditional certification practices;

» Develop and demonstrate preliminary V&V strategies
that focus on critical schedule and cost points within
flight certification;

e ldentify critical, high-payoff V&V process, tool, and
method technologies for further development.

The primary benefit of achieving these objectives is

enabling cost-effective, rapid development of safe and

reliable autonomous safety-critical systems.

2. APPROACH
Our approach centered on exploiting key interactions

between V&V and flight certification of safety-critical
autonomous control systems. Feasible V&V strategies that
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improve flight safety while reducing software development
and life-cycle costs (LCC) were developed. We also
developed representative system models and software
implementations that captured critical attributes of advanced
safety-critical systems to be used in the evaluation of the
V&V methods.

V&V process, tool, method, and technology that impacted
all phases of system development we considered. Early
development phase activities focused on the initial
translation of requirements into concrete design artifacts
such as model-based design environments, formal
specification techniques [2], and advanced V&V-aware
design techniques [3], [4]. Mid-phase development
activities included the expression of a design into
executable software and preliminary testing and verification
such as control analysis [5], [6], software implementation
[7], and formal V&V [8]-[11]. Late development phase
activities focused on test and review for certification and
may be impacted by improvements to automated test [12]
and process-based certification.

We completed technology roadmaps for promising V&V
technologies based on well-established methodologies and
fundamental principles and approaches in the literature [13].
We completed a technology maturation plan for each of the
emerging technologies identified during the program. We
also provided detailed information and roadmaps for the
continued investment and development of the innovative
V&V technologies for the purpose of making the
technologies ready for the certification of emerging
advanced control systems.

The critical path schedule includes approximately 100 tasks
that span the development cycle and define the starting and
ending days, duration, and dependencies of each task. For
the refined cost model, we categorized costs using the
following functional disciplines: system (SYS), stability and
control (S&C), control laws (CLAW), software (SW),
simulation (SIM), test tool development (TTD), test
(TEST), hardware procurement and analysis (HWPA),
hardware (HW), and other (OTHER). The total system
development cost was then allocated to each functional
discipline using percentages based on data from the industry
team members (Figure 1).

Fundamental properties which were considered to be
included in the baseline system development model were
categorized as baseline fundamental properties (BFPs). All
remaining fundamental properties were categorized as
emerging fundamental properties (EFPS).
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Figure 1 — Percentage Development Cost by Functional
Discipline

We identified opportunities to improve the existing
development process by reducing iterations, combining
steps, and implementing a reliability growth (i.e., build a
little/test a little) philosophy. In general, our approach was
to make the current process more cost-effective from a
development and maintenance perspective by: (D)
eliminating, reducing, and/or combining tasks where
reasonable (e.g., through automation); (2) early detection of
defects; (3) minimizing the dependence of methodology

requirements on  specific technologies; and (4)
implementing  acquisition  reform  principles  with
subcontractors.

Once the process improvement opportunities had been
identified we developed a list of the V&V technologies
required to realize these process improvements. This
technology list was based on tools and methods previously
identified by team members and included existing
commercially available tools, research tools and/or methods
currently under development, and proposed tools and/or
methods with low maturity levels. Each V&V technology
was then classified as either a near-term technology (mature
in 1 to 3 years), a mid-term technology (mature in 4 to 6
years), or a far-term technology (mature in 7-9 years).

3. RESULTS

Based on our analysis, EFPs are projected to significantly
increase V&YV costs (Figure 2). From Figure 2, we see that
V&V costs for the single-vehicle emerging control systems
(ECS) are projected to increase approximately 2 times and
for the multi-vehicle ECS approximately 3 times. The
largest increases are in the software (200%) and test (250%)
functional disciplines for the multi-vehicle ECS. Cost
grows approximately exponentially as complexity increases
within these functional disciplines.

As expected, our analysis confirms that as the complexity of
the emerging control systems increases the cost, schedule,
and risk impacts will also increase. Cost, schedule, and risk
will grow at a faster and faster rate (possibly exponentially)
as complexity increases.
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Figure 2 — Emerging Control System Impact on V&V Costs
by Functional Discipline.

The greatest impact on V&V occurs in the software (SW),
test (TEST), and test tool development (TTD) functional
disciplines. Efforts to reduce impact in other functional
disciplines will have very little significant impact on overall
system development. This does not mean that the other
functional disciplines can be ignored. It simply means that
the percentage of the tasks in the other functional
disciplines that are V&V related is not significant. Tool,
method, or process research and development in functional
disciplines other than SW, TEST, and TTD will only have a
significant positive impact on development if they reduce
the cost and/or schedule duration of the tasks in the SW,
TEST, and TTD functional disciplines.

The following 15 V&V technologies were identified as
having the potential to impact the development cycle:

Near-term (1-3 yrs.):
e Auto-code
e Auto-test
e Rapid prototyping
e  System model-based development
e Automated verification management
e Simulation-based design
Mid-term (4-6 yrs.):
e Formal requirements specifications
e Requirements and traceability analysis
e Formal methods
e Computer-aided system engineering
Far-term (7-9 yrs.):
e V&V run-time design
e Rigorous analysis for test reduction
e Requirements and design abstraction
e  Probabilistic/statistical test
e Testing metrics



Based on our analysis, the V&V technologies will
significantly reduce both the growth and rate of growth in
system development costs (Figure 3). Referring to Figure 3,
we see that use of the advanced V&V technologies will
reduce system development costs for the baseline system by
25%, the single-vehicle ECS by 33%, and the multi-vehicle
ECS by 35% when compared to the current process. Even
though the cost continues to grow with increasing
complexity, the rate at which both cost and schedule grow is
reduced significantly when advanced V&YV technologies are
used.

Advanced Tools, Methods, & Processes Impact on System Development Cost

ranking process because these technologies are relatively
mature (moderate technical risk) and significant industry
investment in these technologies is ongoing and is expected
to continue for the next 5-10 years.

Table 1 - Prioritized V&V Technologies
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Figure 3 — V&YV Technologies Impact on System
Development Cost

For the existing development process, 80% of the composite
V&YV impact occurred in the software and test functional
disciplines for both the single- and multi-vehicle ECS
projects. When advanced V&V technologies are used as a
part of the development process, 80% of the composite
V&YV impact now occurs in the test, control law, and test
tool development functional disciplines. In addition, a
redistribution across functional disciplines occurs through a
reduction in the number of design iterations, combining
steps in the design process, and use of the reliability growth
approach (build a little/test a little) to shift the emphasis on
V&V to earlier stages of the development process

In summary, use of advanced V&V tools, methods, and
processes that are focused on the V&V tasks associated
with the high impact functional disciplines (i.e., SW, TEST,
& TTD) will significantly reduce the V&V cost and effort
required to develop advanced safety-critical emerging
control systems. The resulting reductions in V&V cost and
V&V effort will result in significant reductions in overall
system development costs and schedule.

We prioritized our list of V&V technology needs (Table 1)
by developing a technology maturation plan for each
technology identified during the strategy development task.
We then performed a cost-benefit analysis on the
technologies using the results obtained from the proof of
concept task (net benefit) and data contained in the
maturation plans (technology development cost). Note that
the only near-term technology included in the final
prioritized list is Automated Verification Management. The
other near-term technologies were removed from the
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5. CONCLUSIONS

We have identified and prioritized a set of V&V
technologies that significantly reduce the development cost
and compress the development schedule of emerging safety-
critical flight control systems. Our approach was based on a
comprehensive system development and operational
perspective and sound system engineering principles. We
have compiled a database from which the industry at large
may draw upon and identified a set of representative
emerging control systems which were utilized for V&V
technology development and technology maturation
planning. Details are available in [1].
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