Certification Breakout Session Final

1. What are the Top 3 Lessons Learned/technology in the area of certification and assessment?

2. What are the Top 3 needs that have not been met?

Cost & Cost of rework

Cope with complexity

Handling New Technologies

Cert Approaches

· Alternate approaches to acceptance (eg. Product Evidence based vs Process based)

· Composition cert approach including environmental aspects of the system

· Component based qualification/certification with cert. expressive interfaces in a formal manner (links to Model based design, Incremental Certification, When does composablity work and where, Models at different levels and how to validate)

· Consideration of certifying with legacy components and systems

· How do you know the cert of the system meets with a success criteria  (Analysis of experimentation used in the cert process.)

· Approaches need acceptance/working together with the academic, certification & industry

Cert Criteria Consistent with Systems Analysis

· Cert framework process to handle new technologies, both flexible or extensible.

· Analysis methods to consider integration of Safety vs. other complex system attributes or requirements (eg. Human Factors, Security can have competing requirements)

Tools

· Need a methodology/tools for Certification of COTS (with evidence) & Open source (without development process evidence) (SW & ICs)

· Trusted tools with known pedigree to support qualification/certification evidence (Risk analysis needed to determine level of trust)

Human Factors

· Human Factors certification considerations (both helping and hurting) in large complex systems

· Human interactions in the certification process itself

· Component interactions including people as a component

Other


· Complete Documentation of System Assumptions (implicit/explicit)

· Rigorous Timing Analysis

· Need to handle time, cost, reduction of resources and scalability of certifying large systems

· Inability to achieved a secure system even with formal security requirements

3. What are the Top 3 Research topics/challenges (with timelines) being/should be pursued in your domain of expertise related to certification.

· Probabilistic approaches for levels of confidence (how to do?)

· Risk mitigation of highly complex systems, and can’t provide guarantee because of the complexity (e.g. adaptive systems for one) (being worked now)

· Research on framing positions of safety compliance of new research/technology

· Science for Certification 

· Clarify verification and certification differences, interfaces (cannot look inside 

· Specifiation & verification of integration frameworks

· High Performance automated verification for strong properties of model-based design (mostly infinite state and hybrid systems) and automation of related processes (test generation, Fault Tree Analysis)

· Compositional certification of hybrid systems

· Tool qual – evidence management

· Integrated methods and arguments, probabilities assisting the qualification/certification argument

· Solving (reducing) false alarms of automated tools

4. What are the Top 3 challenges (with timelines) in the area of cert (including outside your domain of expertise?

Component Composability attributes/interfaces commitments (timing, assumptions, limitations, side affects, tracability) such that the aggregate product is safe.

Need to engage certifiers 

Collect patterns of certified systems

5. Education needs/topics

· Incentives / motivate people to enter the domain & stay current

· Assessment of systems a career option

· Benchmarking US education capability vs. world standards (both higher education & industry)

· Shift culture such that cert is an integral part of system development (high level stuff inhouse/ low level stuff outsource?)

· Exemplary systems for use by education institutions
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